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Student’s ID: Laboratory Exercise No: 1 Student’s Name:
Objective:
To learn how to make a crossover cable and straight through cable connector.

Required Tools / Equipment:

: \\\-! *
> RJ45 connector =
. = | Pvg -
»  Crimper Tool J
» Twisted Pair cable
> Cutter
Procedure:

Making of Straight cable:

» At both connectors, straight through cable have same color coding.
» Color coding for straight through cable is

Green White
Green

Orange White
Blue

Blue White
Orange
Brown White
Brown

NG ~WDdR

Y

By using this color coding grab all the wires together and with the help of cutters, cut
the upper portion of wires

Insert the wire in RJ45 Connector and press the connector by using Crimper Tool in
the end.

Y
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Making of Crossover cable

Computer Science Department

» Crossover Cable has different color coding at both connectors.

» Color coding for Crossover cable is:

Connector 1

Connector 2

1. Green White 1. Orange White
2. Green 2. Orange

3. Orange White 3. Green White
4. Blue 4. Blue

5. Blue White 5. Blue White
6. Orange 6. Green

7. Brown White 7. Brown White
8. Brown 8. Brown

By using this color coding grab all the wires together and cut the upper portion of wires by

using cutter.

Insert the wire in RJ45 Connector and press the connector by using Crimper Tool.

lour Code
Pin 1 ibis on Back

BROWHMhite
VWHITEBrown
GREEMAMYhite
WHITEBIue
BLLIEMYhite

%1 WHITE!/Green
T 1 ORAMGEMite
= WHITEN D range

Result:

A Connector was successfully connected to Crossover and Straight-through cable.

LAB TASK: Students will make straight and cross cable themselves.
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Student’s ID: Laboratory Exercise No: 2 Student’s Name:

Objective:

To learn how to establish connection and communication between two PCs.

Required Tools / Equipment:

> Cisco Packet Tracer

> PCs
» Crossover cable

Procedure:

1. Take two PCs.
2. Connect both by Cross over cable at Fast Ethernet Port.

3. Now give IP to both PCs. For example
PC 1:10.0.0.1
PC 2:10.0.0.2
4. Now give default gateway of the same IP class.
Default Gateway: 10.0.0.10
5. Open command Line Interface of any PC and ping another PC. For example
PC 1>ping 10.0.0.2

B Cisco Packet Traces
Fle Edi Optiors View Toch Exicrsions Heb

New Cluster  Hove Object Set Tiled Background  Viewport

[Root]
x
Q
J %
“ecet PPt
PCO pet
—
il
» ‘..
Time: 00:04:21 | Power Cycle Devices Fast Forward Time Realtime
5 Fie lastStatus Source Destination Type Color Time (sec) Periodic Nom
mem®= [0 (707 (755 & D saeres -
r . B Y f' / -
Connecio New Delete

M - ; = | ! | Toagle POU List Window |
Tooper Croes-Guer 3

Result:
Successfully communicated between two PCs

LAB TASK: Create a scenario. Connect three Pcs together through a Switch. Check
connectivity by using Ping command.
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Student’s ID: Laboratory Exercise No: 3 Student’s Name:
Objective:

To learn and understand the concept of IP address and subnet mask.
Required Tools / Equipment:

> Cisco Packet Tracer
> Switch
> PCs

Theory:

MAC Address is a physical Address. It consist of 48 bits (6 Bytes).

IP address is a logical/Unique address that identifies the devices. It consist of 32 bits address
(4 Bytes). IP address have 2 addresses

Internal Address: Made by organization
External Address: Made by ISO

There are two types of IPS:
Dynamic IP: Assign Different IP every time
Static IP: Assign fix IP

There are public and private IP addresses
Private: Made by internal Administration

IP address Formula: 2n

1 IP address is divided into 4 octant.

Classful addressing:

e |ANA gives IP address Structure by Dividing into classes.
e In Classful Addressing the Address divided in 5 classes.

e Class AB,C,D,E

e Class A is used by Government organizations.

e Class B and C mostly used for public and private purpose.
e Class D used for Multicasting.

e Class E used for Experimental and Practical purpose.
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IP CLASSES 1St OCTENT RANGE 1S OCTENT HOB
CLASS A R 126* 0
CLASS B 128 ------------ 191 10
CLASS C 192 ------mmmeee- 110
223
CLASS D 224 - 239 1110
CLASS E 240 ------------- 255 1111
*127 is reserved for looping.
e Each IP octant is of 8 Bits.
IP CLASSES 1StOCTENT HOB FORMAT DEFAULT
RANGE SUBNET
MASK
CLASS A 1--mem- 126 0 NHHH 255.0.0.0
CLASS B 128--------- 191 10 NNHH 255.255.0.0
CLASS C 192-------- 223 110 NNNH 255.255.255.0
CLASS D 224 -----—-- 239 O I M
CLASS E 240 -------- 255 T O T
e Class A: 28 Network
224 User ID (Host ID)
e Class B: 2 Network
2 Host
e ClassC: 3 Network
1 Host
CLASSES OCTENT OCTENT OCTENT OCTENT
A N H H H
255 0 0 0
B N N H H
255 255 0 0
C N N N H
255 255 255 0

Now we will create a network of 10 PCs for message passing between them with the help of a

switch in Packet Tracer environment.
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Procedure:

1. Place 10 PCs and connect them with a switch using straight-through cable on Fast
Ethernet Port.

Assign IP address of any class to all PCs.

Turn all connected ports on and select one IP to make default gateway, for example.
Default Gateway : 10.0.0.1

Provide each PC the default gateway.

Ping any computer to test connection for example PC 1 to PC 8

PC 1> ping 10.0.0.5

Similarly ping PC 2 to PC 8

After successful ping, send message from any Computer.

2.
3.
4.
5.
6.
7.
8.
9.

(¥ Cisco Packet T
Fée Edt Options View Tools Extensions Help

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport

PC-PT

=) 0 =

By
‘ i v | @
Time: 00:17:21 | Power Cycle Devices Fast Forward Time Realtime

B Fire Last Status Source Destination Type Color Time (sec) Periodic
e N> 2 val 721l 721312 2137 [ isceraian. v
Connecions : d 2 [ New |[ Delete
{—’4., s = « ! | | Toggle PDU List Window | |
Copper Straight-Through e <
o ' Ra'w "E

Successfully communicated between “10 PCs”.

LAB TASK: Create a scenario. Connect multiple PCs to SwitchO and Switchl. Connect both
switches with each other. Now, ping from any one PC from SwitchO to Switch1.

pg. 6

Num



SMI UNIVERSITY Computer Science Department

Student’s ID: Laboratory Exercise No: 4 Student’s Name:
Objective:

To learn how to access operating system of a switch.

Required Tools / Equipment:

> Cisco Packet Tracer
> Switch

Theory:

In packet tracer, there is an option of CLI. It is the primary user interface used for configuring,
monitoring, and maintaining Cisco devices. This user interface allows user to directly and
simply execute Cisco 10S commands, whether using a router console or terminal, or using
remote access methods.

CLI interface has three modes.

1. User mode
2. Privilege/Executive mode
3. Global configuration mode

User mode: In this mode, only limited switch contents/configuration can be viewed. It is
default mode.

Privilege/Executive mode: Full contents/configuration of switch can be viewed in this mode.

Global configuration mode: Any configuration can be changed in this mode.

Uni-Cast: Unicast is used when two network nodes need to talk to each other.

Multi-Cast: Multicast is like a broadcast that can cross subnets, but unlike broadcast does not
touch all nodes

Broadcast: If all of the nodes are on the same subnet, then broadcast becomes a viable
solution. All nodes on the subnet will see all traffic.

Domain: A group of computers and devices on a network that are administered as a unit with
common rules and procedures. Within the Internet, domains are defined by the IP address. All
devices sharing a common part of the IP address are said to be in the same domain.

A switch has only one domain by default. Domain is also called ‘VLan’. Different ports can be
managed under one or more than one domain. It is also called VLan.
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Procedure:

1. Start packet tracer 6.2 and select switch 2950T-24.

2. Double click on it and an interface window will be opened. It has three tabs; Physical,
config and CLI. Select CLI tab as shown in fig below.

3. CLI stands for “Command Line Interface

® Switch6 = =

Physical Caonfig CLI

I0S Command Line Interface

SUFTWARE (Tel)
Copyright (o) 15B&-2005 by cisco Systems, Inc.
Compiled Wed 18-May-05 2Z2:31 by jharirba

Cigsco WS5-CZ2550T-24 (RC32300) processor (rewvision C0) with Z21033E bytes of memory.
Processor board ID FHEO&1OZOWC
Bunning Standard Im=age

24 FastEthernet/IEEE 802.3 interface(s)

Z Gigakit Ethernet/IEEE 802Z.3 interface(s)

©83488K bytes of flash-similated non-wvolatile configuration memory._
Bzse ethernet MAC Rddress: 000B.BERS._353B

Motherboard assembly number: 73-5781-0%

Power supply part number: 34-09&5-01

Motherboard serial number: FOCO0810045Z

Power supply serial number: DABOS031ZTD

Model revision number: CO

Motherboard revision number: 20

Model number: WS-C2350T-24

System serial number: FHEO810ZO0WC

Cisco Internetwork Operating System Software
ICS (tm) C2350 Software (CZ2350-TeQ4LZ-M), Version 12.1(22)EZ4, RELEASE !
SOFTWARE (fel)

Copyright (c) 15%B8€-2005 by cisco Systems, Inc.
Compiled Wed 18-May-05 Z2:31 by jharirka

Fress BETUERN to get started!

Copy Paste

4. Press RETURN (Enter Key) to start using CLI. Command prompt Switch> shows default
user mode.

Press RETURN to get started!

Switch>

To enter into Privilege/Executive mode from User mode and vice versa:

Switch>enable & To enable Privilege mode
Switch# S # shows Privilege mode
Switch#disable g To disable Privilege mode
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Switch> e Returned to User mode

To enter into Global configuration mode from Privilege mode and vice versa:

It is not possible to enter into Global configuration mode directly. It is mandatory to enter into
Privilege mode first then switch to Global configuration mode.

Switch#configure terminal ~ &---------------- To enable Global configuration mode
Switch(config)# g (config)# shows Global configuration mode
Switch(config)#exit S To disable Global configuration mode
Switch# &--------------- Returned to Privilege mode

end command can also be used for this purpose.

To change Host name of Switch:

Switch(config)#hostname CS S To change Host name from Switch to CS
CS(config)# g Host name is changed to CS

To display version information:
CS>show version

To enable inter VLan routing:

CS(config)#interface vlan 1

CS(config-if)#ip address 192.168.2.2 255.255.255.0 & --------- IP has been assigned to VLanl
CS#show interface vlanl

Vlanl is administratively down, line protocol is down.......

To UP ports logically:
CS(config-if)#no shutdown

CS(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

To Set Privilege mode password:
CS(config)#enable password SMIU & ------ Set Privilege mode password SMIU

To verify Privilege mode password:
CS>enable

Password: <type SMIU>

CS#

To Set Privilege mode password in encrypted form:
CS(config)#enable secret COMPUTERSCIENCE

pg. 9
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To verify Privilege mode password in encrypted form:

CS>enable

Password: <type SMIU>

Password: <type COMPUTERSCIENCE>
CS#

To remove Privilege mode password:
CS(config)#no enable password

CS>enable
Password: <you have to type only encrypted form password now if set before>
CS#

To remove Privilege mode password in encrypted form:
CS(config)#no enable secret

CS>enable
CS# & You will have to enter Privilege mode password here if set before

Show contents of Current Configuration (RAM)
CS#show running-config

interface FastEthernet0/24
|

interface GigabitEthernet0/1
I
interface GigabitEthernet0/2
|

interface Vlanl

ip address 192.168.2.2 255.255.255.0
!

I

!

!

linecon 0

!

linevty 0 4

login

line vty 5 15

login

!

!

end

LAB TASK: Students will replace default Switch name with their Name. They are required to

create Vlan and will detect if they have successfully created it. Also will check switch version.
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Student’s ID: Laboratory Exercise No: 5 Student’s Name:
Objective:

To learn how to configure operating system of a switch.

Required Tools / Equipment:

> Cisco Packet Tracer
> Switch

Theory:

Procedure:

To Assign password to console mode in Switch:

Switch(config)# line console 0
Switch(config-line)#password SMIU

To ask for Login:

Switch(config-line)# Login
Before user mode it asks for Password to Login.

To enable password for the user who is accessing through remote PC/Telnet:

Switch(config)#interface vlanl
Switch(config-if)#ip address 192.168.1.2 255.255.255.0
Switch(config-if)#no shutdown

Vty is used to access switch from remote PC or Telnet

Switch(config)# line Vty 0 2 (for 2 telnet users)
Switch(config-line)# password 1234
Switch(config-line)# Login

PC Command Prompt:
1. Connect PC to Switch.
2. Give IP to PC and Ping with switch. 192.168.1.3 255.255.255.0
Now go to command prompt of PC:
Pc> ipconfig

C:\>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

Request timed out.
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Reply from 192.168.1.2: bytes=32 time<lms TTL=255
Reply from 192.168.1.2: bytes=32 time<lms TTL=255
Reply from 192.168.1.2: bytes=32 time<lms TTL=255

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),

Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 0ms, Average = 0ms

If it Replies then:

Pc> telnet 192.168.1.2

C:\>telnet 192.168.1.2
Trying 192.168.1.2 ...Open

User Access Verification
Password: <1234>

To show the Mac Address of PC:

We can use this command either on telnet interface or to CLI

On telnet:

Switch>show mac-address-table
Mac Address Table

1 00d0.bc81.a4de DYNAMIC Fa0/1

On CLI:

Switch>show mac-address-table
Mac Address Table

1 00d0.bc81.a4de DYNAMIC Fa0/1

Access Mode: If any Fast-Ethernet port exist, we can turn its mode to access mode for devices
like PC, Routers; this is not applied to Switch.

Trunk Mode: If any fastEthernet port, we turn its mode to trunk mode for Switch only.

pg. 12
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To port to access mode:

Switch(config)#interface fastethernet 0/1
Switch(config-if)#Switchport mode access

To port to trunk mode:

Switch(config)#interface fastethernet 0/1
Switch(config-if)#Switchport mode trunk

To port security:
Switch(config-if)# Switchport port-security

Mac binding to port:
#Switchport port-security Mac-address 00d0.bc81.a4de <----- Mac Address displayed before

Binding with connected PC at current line: (we use Sticky)

Switch(config-if)# Switchport port-security Mac-address Sticky

This command directs Switch to give access only to the specified device which is defined by
Mac Address.

Violation: (If occurs)

Switch(config-if)# Switchport port-security violation shutdown
Switch(config-if)# Switchport port-security violation restricted
Switch(config-if)# Switchport port-security violation protect

Port Security:

1. Violation
It sends message to administrator for un-authorized person
a) Restricted (not provide service and will not only notify network administrator
by messages but also provide mac address of the intruder pc)
b) Shutdown (This will logically shut down the port)
c) Protect (not provide service and will notify network administrator by
messages)

2. Maximum (Hint-rate count how many time a person tries to port)

3. MAC address (Bind the MAC address to port)

LAB TASK: Students will replace default Switch name with their Name. They are required to
connect pcs and will apply a) console password, secret, and will telnet to connected pc. B) port
securities will be applied and connected pc will bind with mac address. Replace it with another
pc and observe port security behavior.
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Student’s ID: Laboratory Exercise No: 6 Student’s Name:
Objective: To learn how to access router.

Required Tools / Equipment:

» Cisco Packet Tracer
> Router

Theory:

Router works on 3rd layer which is named as “Network Layer”.

How to identify an IP address?

Ping your network using a broadcast address, i.e. "ping 192.168.1.255". After that, perform
"arp -a" to determine all the computing devices connected to the network. 3. You may also use
"netstat -r"* command to find an IP address of all network routes.

What are Routing Table & Routing Protocol?

A routing table is a set of rules, often viewed in table format, which is used to determine where
data packets is traveling over an Internet Protocol (IP) network will be directed. All IP-enabled
devices, including routers and switches, use routing tables

A routing protocol specifies how routers communicate with each other, disseminating
information that enables them to select routes between any two nodes on a computer
network. Routing algorithms determine the specific choice of route. Each router has a priori
knowledge only of networks attached to it directly.

How many types of firewall are used for network security purpose?

A firewall is a hardware or software system that prevents unauthorized access to or from a
network. It can be implemented in both hardware and software, or a combination of both.
Firewalls are frequently used to prevent unauthorized Internet users from accessing private
networks connected to the Internet. All data entering or leaving the intranet pass through the
firewall, which examines each packet and blocks those that do not meet the specified security
criteria.

The National Institute of Standards and Technology (NIST) 800-10 divide firewalls into three
basic types:

e Packet filters
e Stateful inspection
e Proxys

pg. 14
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What is Backhaul in networking?

In a hierarchical telecommunications network the backhaul portion of the network comprises
the intermediate links between the core network, or backbone network and the small sub
networks at the "edge" of the entire hierarchical network.

2620 CISCO Router is used.
- 1 console port

- 2 network (ethernet) ports
Procedure:

To see Details of interface:

Router>show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet1/0 unassigned YES unset administratively down down
Serial2/0 unassigned YES unset administratively down down
Serial3/0 unassigned YES unset administratively down down
FastEthernet4/0 unassigned YES unset administratively down down
FastEthernet5/0 unassigned YES unset administratively down down

Set IP address for Router (2620-CISCO):

Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface ?

Ethernet IEEE 802.3

FastEthernet FastEthernet IEEE 802.3
GigabitEthernet GigabitEthernet IEEE 802.3z
Loopback Loopback interface

Serial Serial

Virtual-Template Virtual Template interface
range interface range command

Router(config)#Interface fastEthernet 0/0
Router(config-if)#ip address 192.168.1.2 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

Router(config-if)#exit
Router(config)#exit
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Router#exit
Router>
To set password on console mode:

Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#line console 0
Router(config-line)#password SMIU
Router(config-line)#login

Router(config-line)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#exit

Router con0 is now available

Press RETURN to get started.

User Access Verification

Password: <type password given above ------ > SMIU>

To set password for those user (remote computer) who want to access the router
through 'telnet' command:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#line vty 0 2

Router(config-line)#password SMIU

Router(config-line)#login

Router(config-line)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#texit
Set Hosthame:

Router>enable

Router#configure

Configuring from terminal, memory, or network [terminal]? <Press Enter>
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname SmartRouter

SmartRouter(config)#exit

SmartRouter#

%SYS-5-CONFIG_I: Configured from console by console

SmartRouter#exit
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To save all commands on RAM:

Router>enable

Router#copy running-config startup
Destination filename [startup-config]?
Building configuration...

[OK]

To set Password on privilege (enable) Mode:

Router>enable

Router#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#enable password SMIU

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#exit

Router con0 is now available

Press RETURN to get started.
Router>enable

Password: <Write Password SMIU here>

To set Secret on privilege (enable) Mode:

Router>enable

Router#configure

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#enable secret password SMIU
Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#exit

Router conO is now available
Press RETURN to get started.

Router>enable

Password: <Ask for Privilege mode password here>
Password: <Ask for Secret on privilege mode here>
Router#exit

LAB TASK:

Students will connect two PC with two routers named as Name:0 & Name:1. Practice all

commands mentioned in this lab 6. And ping from one Pc connected to one router to second
pc connected with second router.

pg. 17
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Student’s ID: Laboratory Exercise No: 7 Student’s Name:
Objective:

To learn how to configure a router.

Required Tools / Equipment:

> Cisco Packet Tracer
> Router

Theory:

How to get detail of interface:

Open CLI interface of router and write following:

Router>enable

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet1/0 unassigned YES unset administratively down down
Serial2/0 unassigned YES unset administratively down down
Serial3/0 unassigned YES unset administratively down down
FastEthernet4/0 unassigned YES unset administratively down down
FastEthernet5/0 unassigned YES unset administratively down down
Router#

Set IP address for Router (2620-CISCO):

Go to CLI interface of router

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface fastEthernet 0/0

Router(config-if)#ip address 192.168.1.2 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

Router(config-if)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console
Router#exit

Router conO is now available
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Press RETURN to get started.
Router>

How to connect two routers:

Connect two routers; each using serial port 2/0 as shown in fig.

— Sed/0

I .a-‘*-iErSEEID Ly < 2/ 0y

Router-FT Router-PFT
RouterQ Routerl

Open CLI interface of RouterO and write following commands:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 2/0

Router(config-if)#ip address 10.10.10.1 255.255.255.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial2/0, changed state to down
Router(config-if)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet1/0 unassigned YES unset administratively down down
Serial2/0 10.10.10.1 YES manual down down

Serial3/0 unassigned YES unset administratively down down
FastEthernet4/0 unassigned YES unset administratively down down
FastEthernet5/0 unassigned YES unset administratively down down
Router#exit

Router conO is now available
Press RETURN to get started.
Router>

Above configuration shows that RouterO serial interface 2/0 is now assigned with IP 10.10.10.1
and it is manual down (serial port interface will be UP only if both sides of interfaces are UP).

Now open CLI interface of routerl and write following commands:

pg. 19



SMI UNIVERSITY Computer Science Department

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 2/0

Router(config-if)#ip address 10.10.10.2 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial2/0, changed state to up

Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state to up

Router(config-if)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 unassigned YES unset administratively down down
FastEthernet1/0 unassigned YES unset administratively down down
Serial2/0 10.10.10.2 YES manual up up

Serial3/0 unassigned YES unset administratively down down
FastEthernet4/0 unassigned YES unset administratively down down
FastEthernet5/0 unassigned YES unset administratively down down
Router#

Above configuration shows that Routerl serial interface 2/0 is now assigned with IP 10.10.10.2
and it is manually up (serial port interface is UP because both sides of interfaces are UP now).

Router-FT Router-PT
RouterO Routerl

To allow any router to be connected with Router0Q:

Open CLI interface of RouterO and write following commands:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.2
Router(config)#do show running-config

Building configuration...
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Current configuration : 753 bytes

!

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname Router
!
!
1
1
1
1
I
|

ip cef
no ipv6 cef
|

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet1/0
no ip address

duplex auto

speed auto

shutdown

|

interface Serial2/0

ip address 10.10.10.1 255.255.255.0
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clock rate 2000000

1

interface Serial3/0

no ip address

shutdown

!

interface FastEthernet4/0
no ip address

shutdown

!

interface FastEthernet5/0
no ip address

shutdown

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.10.10.2
|

ip flow-export version 9
|

linecon 0
I

line aux 0

!

line vty 0 4
login

!

1

I

end

Note: ip route 0.0.0.0 0.0.0.0 10.10.10.2 shows that any terminal having any network IP and
any network subnet mask is permitted to connected via 10.10.10.2 (IP address of routerl serial
2/0 interface). Similarly this can also be checked with ip route command as shown below:

Router(config)#exit
Router#
%SYS-5-CONFIG_I: Configured from console by console

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
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i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.10.10.2 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets
C 10.10.10.0 is directly connected, Serial2/0
S$*0.0.0.0/0 [1/0] via 10.10.10.2

Note: S* shows that static route has been created for any network via 10.10.10.2 (which is IP
address assigned to routerl serial interface 2/0).

Router#

To allow any router to be connected with Routerl:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 10.10.10.1
Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - 1S-IS level-1, L2 - 1S-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, 0 - ODR

P - periodic downloaded static route

Gateway of last resort is 10.10.10.1 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets
C 10.10.10.0 is directly connected, Serial2/0
S$*0.0.0.0/0 [1/0] via 10.10.10.1

Note: S* shows that static route has been created for any network via 10.10.10.1 (which is IP
address assigned to routerO serial interface 2/0).

To reset ip address for routerQ:

Open CLI interface of router0 and write following commands:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 2/0
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Router(config-if)#no ip address [** this reset any ip assigned to routerO serial 2/0 interface]
Router(config-if)#shutdown [** this turns router0 serial 2/0 interface down]

Router(config-if)#
%LINK-5-CHANGED: Interface Serial2/0, changed state to administratively down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state to down

Router(config-if)#exit
Router(config)#do show running-config
Building configuration...

Current configuration : 741 bytes
|

version 12.2
no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
|

hostname Router
|
!
|
|
!
|
|
|

ip cef
no ipv6 cef

interface FastEthernet0/0
no ip address
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duplex auto

speed auto

shutdown

!

interface FastEthernet1/0
no ip address

duplex auto

speed auto

shutdown

!

interface Serial2/0

no ip address [** this shows any ip assigned to router0 serial 2/0 interface has been cleared]
clock rate 2000000
shutdown

!

interface Serial3/0

no ip address

shutdown

!

interface FastEthernet4/0
no ip address

shutdown

!

interface FastEthernet5/0
no ip address

shutdown

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.10.10.2
I

ip flow-export version 9
!

linecon 0
|

line aux 0
!

line vty 0 4
login

!

!

1

end
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Router(config)#

To reset ip address for routerl:

Open CLI interface of routerl and write following commands:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 2/0

Router(config-if)#no ip address

Router(config-if)#shutdown

%LINK-5-CHANGED: Interface Serial2/0, changed state to administratively down
Router(config-if)#exit

Router(config)#do show running-config

Building configuration...

Current configuration : 721 bytes
|

version 12.2
no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
|

hostname Router
!
!
!
!
!
!
!
|

ip cef
no ipv6 cef
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!
!
!
|

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet1/0
no ip address

duplex auto

speed auto

shutdown

|

interface Serial2/0

no ip address

shutdown

|

interface Serial3/0

no ip address

shutdown

|

interface FastEthernet4/0
no ip address

shutdown

|

interface FastEthernet5/0
no ip address

shutdown

|

ip classless

ip route 0.0.0.0 0.0.0.0 10.10.10.1

ip flow-export version 9
|

linecon O
I

line aux 0
I

linevty 0 4
login
!
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|
|
end

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console
Router#exit

Router conO is now available

Press RETURN to get started.
Router>

T 5

Router-FT Router-PT
Router0 Routerl
LAB TASK:

Students will connect two routers using serial port named as Name:0 & Name:1. Practice all
commands mentioned in this lab 6. And ping from one Pc connected to one router to second
pc connected with second router.
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Student’s ID: Laboratory Exercise No: 8 Student’s Name:

Objective:
To learn how to create static routing between two networks.
Required Tools / Equipment:

> Cisco Packet Tracer
> Router

Theory:
Procedure:

1. Deploy a network having two pcs and two routers as shown in fig.

10.10.1.0/24

=5

Router-FT Router-FT
Rogerl Ro rl

192.168.1.0/24 I 192.168.2.0/24

|

|

|
| |
| |
| |
! r
- J
P Pc

RouterQ fastEthernet 0/0 port is connected with Routerl fastEthernet 0/0 port and
RouterQ fastEthernet 1/0 port is connected with PCO fastEthernetO port. Similarly,
Routerl fastEthernet 0/0 port is connected with RouterQ fastEthernet 0/0 port and
Routerl fastEthernet 1/0 port is connected with PC1 fastEthernetO port.

2. Open Router 0 CLI interface and write following commands

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#Interface fastEthernet 1/0 [*** this interface connected to PCO]
Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up
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Router(config-if)#exit

- 10.10.1.0/24 -
Router-FT Routkr-FT
R.l:ulferl:l Ro ri

|

192.1658.1.0/24 192.168.2.0/24

W-—————-

-

' PC-PT
PC-PT
e PC1
Router(config)#Interface fastEthernet 0/0 [*** this interface connected to Routerl]

Router(config-if)#ip address 10.10.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

Router(config-if)#exit

Router(config)#hostname R-1 [*** Router 0 is named as R-1 now]
R-1(config)#

3. Now open Pc0 ip configuration and assign 192.168.1.2 subnet 255.255.255.0 and default
gateway 192.168.1.1
4. Now open routerl CLI window and write following commands

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R-2 [*** Router 1 is named as R-2 now]
R-2(config)# interface fastEthernet 1/0 [*** this interface connected to PC1]
R-2(config-if)#ip address 192.168.2.1 255.255.255.0

R-2(config-if)#no shutdown

R-2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up
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R-2(config-if)#
R-2(config-if)#exit

- 10.10.1.0/24 -
Routkr-PT Routkr-PT
RDL':EHZI Rn:anerl

I |

| |

192.168.1.0/24 I I 192.168.2.0/24

I I

I |

| _|

' 1
- _J
e Fﬁf’

] -
PC-PT
PCD PC1

R-2(config)#interface fastEthernet 0/0
R-2(config-if)#ip address 10.10.1.2 255.255.255.0
R-2(config-if)#no shutdown

R-2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

R-2(config-if)#exit
R-2(config)#
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10.10.1.0/24

l#?::i' oo == ‘l#'u;;

Rouler-FT Routkr-FT

R.I:IL':EFD Rl:uLferl
I

192.168.1.0/24 192.168.2.0/24

L9

0

n
0
-~

-—f- .
PC-PT
PCO Fe

5. Now open Pcl ip configuration and assign 192.168.2.2 subnet 255.255.255.0 and default
gateway 192.168.2.1
6. Open command line prompt of PCO

C:>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=57ms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 57ms, Average = 14ms

[Ping is successful as PcO and R1 interface 1/0 are part of same network i-e Connected together]
C:>ping 192.168.2.2

Pinging 192.168.2.2 with 32 bytes of data:

Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Ping statistics for 192.168.2.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
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[Ping is not successful as PcO and R1 interface 1/0 are part of different network i-e not connected
together]

7. Open CLI interface of R-1
R-1>enable

R-1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
C 10.10.1.0 is directly connected, FastEthernet0/0
C 192.168.1.0/24 is directly connected, FastEthernet1/0

Above command show that how many networks are connected to R1 router. If PCO want to
communicate to PC2, R-1 must be configured to route data from PCO to PC1.

R-1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R-1(config)#

R-1(config)#ip route 192.168.2.0 255.255.255.0 10.10.1.2

Note: [** 192.168.2.0 is the ip of network which we want to route to router R1, though the
interface of router R2 whose ip is 10.10.1.2, 255.255.255.0 is the subnet mask of network
192.168.2.0***]

R-1(config)#exit
R-1#
%SYS-5-CONFIG_I: Configured from console by console

R-1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, 0 - ODR

P - periodic downloaded static route
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Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

C 10.10.1.0 is directly connected, FastEthernet0/0

C 192.168.1.0/24 is directly connected, FastEthernet1/0
S 192.168.2.0/24 [1/0] via 10.10.1.2

Note now 192.168.2.0/24 has been added to the routing table of router R1. Data of network
129.168.2.0 will route through the R2 interface which is connected to R1 having ip address of
10.10.1.2

We also have to make static route in router R2 to network 192.168.1.0 to have successful bi
direction communication between 192.168.1.0 and 192.168.2.0.

8. Open CLi interface of R2

R-2>enable

R-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-2(config)#ip route 192.168.1.0 255.255.255.0 10.10.1.1
R-2(config)#exit

R-2#

%SYS-5-CONFIG_I: Configured from console by console

R-2#R-2# show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i-1S-1S, L1 - 1S-IS level-1, L2 - 1S-IS level-2, ia - I1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

C 10.10.1.0 is directly connected, FastEthernet0/0

S 192.168.1.0/24 [1/0] via 10.10.1.1

C 192.168.2.0/24 is directly connected, FastEthernet1/0
9. Now go to PCO command prompt

C:\>ping 192.168.2.2

Pinging 192.168.2.2 with 32 bytes of data:

Reply from 192.168.2.2: bytes=32 time=1ms TTL=126

Reply from 192.168.2.2: bytes=32 time<lms TTL=126
Reply from 192.168.2.2: bytes=32 time<lms TTL=126

pg. 34



SMI UNIVERSITY

Reply from 192.168.2.2: bytes=32 time<lms TTL=126

Ping statistics for 192.168.2.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

10. Go to Pc1 command prompt

C:\>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=1ms TTL=126
Reply from 192.168.1.2: bytes=32 time<lms TTL=126
Reply from 192.168.1.2: bytes=32 time=1ms TTL=126
Reply from 192.168.1.2: bytes=32 time<lms TTL=126
Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms
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Student’s ID: Laboratory Exercise No: 9 Student’s Name:
Objective:

To learn how to create static route using more than two Hop.

Required Tools / Equipment:

> Cisco Packet Tracer
> Router

Theory:
Procedure:

1. Deploy a network as shown in fig.

2/0 10.10.1.2/24 == 30 20.20.1.1/24

Routgr-PT
Roferl

20.20.1.0/24

I 1/0 192.168.2.1/24 3/0 20.20.1.2/24

2/0 10.10.1.1/24 10.10.1.0/24

~ 2
l ‘ Routgr-PT
Router-PT Rouferz
rolfero | 1/0192.168.3.1/24
[ 1/0 192.168.1.1/24 1
I 192.168.2.0/24 1
192.168.1.0/24 I 1.92.168.3.0;’24-‘
= T S
T PC-PT PC-PT
PC-PT PC1
PCO PC2
192.168.2.2/24
192.168.1.2/24 iERLIlt LA

Router0 serial port 2/0 interface is connected with Routerl serial port 2/0 interface and
Router0 fastEthernet port 1/0 interface is connected with PCO fastEthernet port O interface.
Routerl serial port 2/0 interface is connected with RouterQ serial port 2/0 interface, Routerl
serial port 3/0 interface is connected with Router2 serial port 3/0 interface and Routerl
fastEthernet port 1/0 interface is connected with PC1 fastEthernet port O interface.

Router2 serial port 3/0 interface is connected with Routerl serial port 3/0 interface and
Router2 fastEthernet port 1/0 interface is connected with PC2 fastEthernet port O interface.

Assign IP to Router0 interfaces:

1. Open CLI interface of Router0O and write following commands

R-0>enable
R-0#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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R-0(config)#interface fastEthernet 1/0
R-0(config-if)#ip address 192.168.1.1 255.255.255.0
R-0(config-if)#no shutdown

R-0(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

R-0(config-if)#exit

R-0(config)#interface serial 2/0

R-0(config-if)#ip address 10.10.1.1 255.255.255.0
R-0(config-if)#no shutdown

R-0(config-if)#exit

Assign IP to PCO:

Open IP configuration of PC1 and give ip 192.168.1.2, subnet : 255.255.255.0 and default
gateway 192.168.1.1

Assign IP to Routerl interfaces:

R-1>enable

R-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-1(config)#interface serial 2/0

R-1(config-if)#ip address 10.10.1.2 255.255.255.0
R-1(config-if)#no shutdown

R-1(config-if)#
%LINK-5-CHANGED: Interface Serial2/0, changed state to up

R-1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state to up

R-1(config-if)#exit
R-1(config)#
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2/0 10.:0.1.2.-'24-!“3__&.._ 3/0 20.20.1.1/24

Routgr-PT
Rodferl

10 1592,168.2.1/24

20.20.1.0/24

3/0 20,20.1.2/24

2/0 10.10.1.1/24 10.10.1.0/24 1
e
= 1 L
\ -i 1 Rnui-w
Routkr-PT Router2
Rolfer0 | | 2019216831024
| 1/0 192.168.1.1/24 = |
1
| 192.168.2.0/24 | 1
132.168.1.0/24 | | 192,168.3.0/24 |
| ' |
: ! }
g -} -
oo PC-PT =
PCO FC1 FCZ

192.168.1.2/24 LER el 192.188.3.2

R-1(config)#interface fastEthernet 1/0
R-1(config-if)#ip address 192.168.2.1 255.255.255.0
R-1(config-if)#no shutdown

R-1(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/0, changed state to
up

R-1(config-if)#exit
R-1(config)#

R-1(config)#interface serial 3/0
R-1(config-if)#ip address 20.20.1.1 255.255.255.0
R-1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial3/0, changed state to down
R-1(config-if)#

Assign IP to PC1:

Open IP configuration of PC1 and give ip 192.168.2.2, subnet : 255.255.255.0 and default
gateway 192.168.2.1
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2/0 L'Z'-m-l-?f?“t”;’—— 3/0 20.20.1.1/28

Routgr-FT 20.20.1.0/24

R‘.cticrl
1/0 192,168.2.1/24 3/0 20.20.1.2/24
2/0 10.10.1.1/24 10.10.1.0/24 ]l. -
~ | o
| ‘ | %ui:-PT
Router-PT I Roulera
Rc:nfertl | 1o19z.168.3.0/24
I 1/0 192.168.1.1/24 ‘ |
| 192.168.2.0/24 | 1|
192.168.1.0/24 | 1 192.168.3.0/24 |
I | |
l I
- J -
PC-PT PC-PT BC.BT
PC BC1 PC2

152.168.2.2/24 .
192.168.1.2/24 = 162.168.3.2

Assign IP to Router? interfaces:

R-2>enable

R-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-2(config)#interface fastEthernet 1/0

R-2(config-if)#ip address 192.168.3.1 255.255.255.0
R-2(config-if)#no shutdown

R-2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/0, changed state to
up

R-2(config-if)#exit

R-2(config)#interface serial 3/0

R-2(config-if)#ip address 20.20.1.2 255.255.255.0
R-2(config-if)#no shutdown

R-2(config-if)#
%LINK-5-CHANGED: Interface Serial3/0, changed state to up

R-2(config-if)#exit
R-2(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial3/0, changed state to up

Assign IP to PC2:

Open IP configuration of PC2 and give ip 192.168.3.2, subnet : 255.255.255.0 and default
gateway 192.168.3.1
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Introduce static route between 192.168.1.0 and 192.168.2.0:

Open router R-0 CLI interface and run following commands:

R-0>enable

R-0#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-0(config)#ip route 192.168.2.0 255.255.255.0 10.10.1.2
R-O(config)#

Open router R-1 CLI interface and run following commands:

R-1>enable

R-1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-1(config)#ip route 192.168.1.0 255.255.255.0 10.10.1.1
R-1(config)#

Introduce static route between 192.168.1.0 and 192.168.3.0:

Open router R-0 CLI interface and run following commands:

R-0(config)#ip route 20.20.1.0 255.255.255.0 10.10.1.2
R-0(config)#ip route 192.168.3.0 255.255.255.0 10.10.1.2

Open router R-2 CLI interface and run following commands:

R-2>enable

R-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-2(config)#ip route 10.10.1.0 255.255.255.0 20.20.1.1

R-2(config)#ip route 192.168.1.0 255.255.255.0 20.20.1.1
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Introduce static route between 192.168.2.0 and 192.168.3.0:

Open router R-1 CLI interface and run following commands:

R-1(config)#ip route 192.168.3.0 255.255.255.0 20.20.1.2

Open router R-2 CLI interface and run following commands:

R-2>enable

R-2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R-2(config)#ip route 192.168.2.0 255.255.255.0 20.20.1.1

Checking PC0O Connectivity with other networks:

Open Command Prompt of PCO and run following commands:

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.2.2

Pinging 192.168.2.2 with 32 bytes of data:

Request timed out.
Reply from 192.168.2.2: bytes=32 time=4ms TTL=126 [**PCO0 is connected with PC1]

Reply from 192.168.2.2: bytes=32 time=3ms TTL=126
Reply from 192.168.2.2: bytes=32 time=3ms TTL=126

Ping statistics for 192.168.2.2:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 4ms, Average = 3ms

C:\>Ping 10.10.1.2

Pinging 10.10.1.2 with 32 bytes of data:

Reply from 10.10.1.2: bytes=32 time=2ms TTL=254 [**PCO is connected with 10.10.1.2]
Reply from 10.10.1.2: bytes=32 time=3ms TTL=254

Reply from 10.10.1.2: bytes=32 time=12ms TTL=254

Reply from 10.10.1.2: bytes=32 time=3ms TTL=254

Ping statistics for 10.10.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 12ms, Average = 5ms

C:\>ping 192.168.1.1
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Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=255 [**PCO is connected with R-0]
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<lms TTL=255
Reply from 192.168.1.1: bytes=32 time<ims TTL=255

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

C:\>ping 20.20.1.2
Pinging 20.20.1.2 with 32 bytes of data:

Reply from 20.20.1.2: bytes=32 time=3ms TTL=253 [**PCO is connected with 20.20.1.2]
Reply from 20.20.1.2: bytes=32 time=2ms TTL=253

Reply from 20.20.1.2: bytes=32 time=10ms TTL=253

Reply from 20.20.1.2: bytes=32 time=13ms TTL=253

Ping statistics for 20.20.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 13ms, Average = 7ms

C:\>ping 192.168.3.2
Pinging 192.168.3.2 with 32 bytes of data:

Request timed out.

Reply from 192.168.3.2: bytes=32 time=5ms TTL=125 [**PCO0 is connected with PC2]
Reply from 192.168.3.2: bytes=32 time=11ms TTL=125

Reply from 192.168.3.2: bytes=32 time=12ms TTL=125

Ping statistics for 192.168.3.2:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 12ms, Average = 9ms

Checking PC1 Connectivity with other networks:

Open Command Prompt of PC1 and run following commands:

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
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Reply from 192.168.2.1: bytes=32 time=1ms TTL=255
Reply from 192.168.2.1: bytes=32 time<lms TTL=255
Reply from 192.168.2.1: bytes=32 time<ims TTL=255
Reply from 192.168.2.1: bytes=32 time<lms TTL=255

Ping statistics for 192.168.2.1.:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = 0ms

C:\>ping 20.20.1.2
Pinging 20.20.1.2 with 32 bytes of data:

Reply from 20.20.1.2: bytes=32 time=3ms TTL=254
Reply from 20.20.1.2: bytes=32 time=3ms TTL=254
Reply from 20.20.1.2: bytes=32 time=2ms TTL=254
Reply from 20.20.1.2: bytes=32 time=13ms TTL=254

Ping statistics for 20.20.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 13ms, Average = 5ms

C:\>ping 192.168.3.2
Pinging 192.168.3.2 with 32 bytes of data:
Reply from 192.168.3.2: bytes=32 time=1ms TTL=126

Reply from 192.168.3.2: bytes=32 time=3ms TTL=126
Reply from 192.168.3.2: bytes=32 time=2ms TTL=126

Reply from 192.168.3.2: bytes=32 time=14ms TTL=126

Ping statistics for 192.168.3.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 14ms, Average = 5ms
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Student’s ID: Laboratory Exercise No: 10 Student’s Name:
Objective:

To learn how to create dynamic routing using R.I.P.

Required Tools / Equipment:

> Cisco Packet Tracer
> Router

Theory:
Procedure:

1. Deploy a network as shown in fig.
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Initialize RIP in routerO:

3. Open CLI interface of router0 and write following commands

R-0>enable

R-O#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R-0(config)#router rip [**Initialize RIP in router0]
R-0(config-router)#network 192.168.2.0 [**Network 192.168.2.0 is directly connect with

router0]

R-0(config-router)#network 14.14.1.0 [**Network 14.14.1.0 is directly connect with
router0]

R-0(config-router)#exit
Note: router rip command initialize RIP in router. After that we have to describe each
network which is connected directly with this router using Network command and its

network IP.

Initialize RIP in routerl:

4. Open CLI interface of routerl and write following commands

R-1>enable

R-1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R-1(config)#router rip

R-1(config-router)#network 14.14.1.0
R-1(config-router)#network 13.13.1.0

R-1(config-router)#exit

R-1(config)#

Initialize RIP in router?2:

5. Open CLI interface of router2 and write following commands

R-2>enable

R-2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R-2(config)#router rip

R-2(config-router)#network 13.13.1.0
R-2(config-router)#network 12.12.1.0

R-2(config-router)#exit

R-2(config)#

Initialize RIP in router3:

6. Open CLI interface of router3 and write following commands
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Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 12.12.1.0
Router(config-router)#network 11.11.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router4:

7. Open CLI interface of router4 and write following commands

Router>enable
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#network 11.11.1.0
Router(config-router)#network 90.90.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router5:

8. Open CLI interface of router5 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip

Router(config-router)#network 90.90.1.0

Router(config-router)#network 80.80.1.0
Router(config-router)#exit

Initialize RIP in router6:

9. Open CLI interface of router6 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 80.80.1.0
Router(config-router)#network 70.70.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router?:

10. Open CLI interface of router7 and write following commands

pg. 46



SMI UNIVERSITY Computer Science Department

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 70.70.1.0
Router(config-router)#network 60.60.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router8:

11. Open CLI interface of router8 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 60.60.1.0
Router(config-router)#network 50.50.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router9:

12. Open CLI interface of router9 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 50.50.1.0
Router(config-router)#network 40.40.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router10:

13. Open CLI interface of router10 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 40.40.1.0
Router(config-router)#network 30.30.1.0
Router(config-router)#exit

Router(config)#
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Initialize RIP in router11:

14. Open CLI interface of router1l and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 30.30.1.0
Router(config-router)#network 20.20.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router1?2:

15. Open CLI interface of router12 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 20.20.1.0
Router(config-router)#network 10.10.1.0
Router(config-router)#exit

Router(config)#

Initialize RIP in router13:

16. Open CLI interface of router13 and write following commands

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#network 10.10.1.0
Router(config-router)#network 192.168.1.0
Router(config-router)#exit

Router(config)#

Check if RIP has identified all nodes

Check If RIP has created dynamic routing above mentioned networks
Go to CLI interface of router0 and check number of ip routes.

R-0#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
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i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

R 10.0.0.0/8 [120/12] via 14.14.1.1, 00:00:03, Serial2/0
R 11.0.0.0/8 [120/3] via 14.14.1.1, 00:00:03, Serial2/0
R 12.0.0.0/8 [120/2] via 14.14.1.1, 00:00:03, Serial2/0
R 13.0.0.0/8 [120/1] via 14.14.1.1, 00:00:03, Serial2/0
14.0.0.0/24 is subnetted, 1 subnets

C 14.14.1.0 is directly connected, Serial2/0

R 20.0.0.0/8 [120/11] via 14.14.1.1, 00:00:03, Serial2/0
R 30.0.0.0/8 [120/10] via 14.14.1.1, 00:00:03, Serial2/0
R 40.0.0.0/8 [120/9] via 14.14.1.1, 00:00:03, Serial2/0
R 50.0.0.0/8 [120/8] via 14.14.1.1, 00:00:03, Serial2/0
R 60.0.0.0/8 [120/7] via 14.14.1.1, 00:00:03, Serial2/0
R 70.0.0.0/8 [120/6] via 14.14.1.1, 00:00:03, Serial2/0
R 80.0.0.0/8 [120/5] via 14.14.1.1, 00:00:03, Serial2/0
R 90.0.0.0/8 [120/4] via 14.14.1.1, 00:00:03, Serial2/0
R 192.168.1.0/24 [120/13] via 14.14.1.1, 00:00:03, Serial2/0
C 192.168.2.0/24 is directly connected, FastEthernet1/0

R stands for dynamic route performed with RIP protocol. As there are total 15 networks. Two
networks 192.168.2.0 and 14.14.1.0 are connected directly to router0. Other 13 networks are
connected to router by using RIP protocol (dynamic routing).

Open command prompt of PCO and ping PCL.

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time=195ms TTL=114
Reply from 192.168.1.2: bytes=32 time=59ms TTL=114
Reply from 192.168.1.2: bytes=32 time=39ms TTL=114
Reply from 192.168.1.2: bytes=32 time=42ms TTL=114

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 39ms, Maximum = 195ms, Average = 83ms

LAB TASK: Students will replace default Router names with their Name. They are required
to connect 16 routers in series and two pc at both ends. Initiate RIP on each router. Connect
connectivity and show ip route command on any one of the router.
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Student’s ID: Laboratory Exercise No: 11 Student’s Name:

Objective:

Configuring DHCP within a LAN in a packet Tracer

Required Tools / Equipment:

» Cisco Packet Tracer
» Router

Procedure:

1. Create a LAN like given below.

PC-FT L [j P2
] =
— PC-FT
PC-PT FC1

2. Configure router interface with ip 10.0.0.1 and subnet mask 255.0.0.0

Router>enable

Router#config t

Router(config)#interface fastethernet0/0
Router(config-if)#ip address 10.0.0.1 255.0.0.0
Router(config-if)#no shutdown
Router(config-if)#exit

Router(config)#

3. Click on server->config, then assign gateway in our example 10.0.0.1
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4. Click on Fastethernet and assign ip address and subnet mask. | am going to use
10.0.0.2 and subnet mask 255.0.0.0 for our server.

5. Click on DHCP, there you can see default pool.
6. Just give default gate way, here we are using 10.0.0.1.
7. DNSserver, Just give our server ip address, 10.0.0.2.

8. Then just edit start ip address. | am going to give 10.0.0.10 and subnet mask
255.0.0.0

9. In Maximum Number of Users, Here we are using Class A Network so we can use
1, 67, and 77,216 ip address. Just give how many ip address you want in this pool. |
am going to give 500

10. Assign TFTP server ip address, just give our server ip address, 10.0.0.2.

Step 11: And click on save. That’s it...
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Physical Config | Desktop I Software/Services |

GLOBAL -
[ Settings DHCP
[ Algorithm Settings Service Oon ) Off
SERVICES
HTTP
Pool Name
[ _once SorverPod)
TFTE Default Gateway 10.0.0.1
o, DNS Server 10.0.0.2
S5YSLOG S —
[I Start IP Address : 10 0 0 ]
NTP Subnet Mask: 255 0 0 0
[I Maximum number <00
FTP of Users :
[ FREWAL | jprpserver: 10002
IPvE FIREWALL
|_INTERFACE | | Add | [ Save ] | Remave
FastEthernet0
Pool Nai Default Gaten DNS Serv Start IP Add Subnet Mi Max Nurr TFTP S
server.. 10.0.0.1 10.0.0.2  10.0.0.0 255.0.0.0 500 10.0.0.3
4 m n| r
B pco
IP Configuration
IP Configuration
DHCP @ Static
IP Address [10.0.0.3
Subnet Mask [255.0.0.0
Default Gateway [10.0.0.1
DNS Server |10.0.0.2

IPve Configuration

) DHCP

Auto Config ©) Static

IPv6 Address |

Link Local Address

FEE0::20A:41FF:FEDE:9561

IPvE Gateway |

IPV6 DNS Server |
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IP Configuration

IP Configuration
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©® DHCP © Static

1P Address [10.0.0.5
Subnet Mask |255.0.0.0
Default Gateway [10.0.0.1
DNS Server [10.0.0.2

IPv6 Configuration

@) DHCP ) Auto Config @ Static

IPv6 Address

Link Local address FES0::250:FFF:FEEG6:CEE

IPvE Gateway

IPvG6 DMNS Server

IP Configuration

IP Configuration

@ DHCP © static

1P Address 110.0.0.6
Subnet Mask 255.0.0.0
Default Gateway 110.0.0.1
DNS Server 110.0.0.2

IPv6 Configuration

) DHCP ) Auto Config @ Static

IPv6 Address

Link Local Address FES0::2D0:BAFF:FE2C:3971

IPvG Gateway

IPva DNS Server
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I d

IP Configuration

IP Configuration

@ DHCP © static

1P Address [10.0.0.4 |
Subnet Mask |255.0.0.0 |
Default Gateway [10.0.0.1 |
DNS Server [10.0.0.2 |

IPv6 Configuration

) DHCP ) Auto Config @ Static

IPvG Address f

Link Local Address FEB0::260:5CFF:FEA9:ADSB

IPvE Gateway

IPvG DMNS Server

IP Configuration

IP Configuration

@ DHCP ) Static DHCP request successful.

IP Address [10.0.0.10 |
Subnet Mask [255.0.0.0 |
Default Gateway [10.0.0.1 |
DNS Server [10.0.0.2 |

IPve Configuration

) DHCP ) Auto Config @ Static

IPve Address !

Link Local Address FES80::204:9AFF:FESD:84DC

IPve Gateway

IPvE DNS Server
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E=NEel =

@ DHCP 0 static

IP Address 110.0.0.7
Subnet Mask 255.0.0.0
Default Gateway 10.0.0.1
DNS Server 110.0.0.2

IPvH Configuration

) DHCP ) Auto Config @ Static

IPve Address

Link Local Address FE80::200:CFF:FEG6:C205

IPve Gateway

IPvE DNS Server

IP Configuration

IP Configuration

@ DHCP ) Static

IP Address [10.0.0.8
Subnet Mask [255.0.0.0
Default Gateway [10.0.0.1
DNS Server [10.0.0.2

IPvEe Configuration

) DHCP ) Auto Config @ Static

IPvE Address

Link Local Address FEB0::2D0:BCFF:FEA3:6245

IPvE Gateway

IPwve DNS Server
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IP Configuration

IP Configuration

@ DHCP © static

1P Address |10.0.0.9
Subnet Mask 255.0.0.0
Default Gateway [10.0.0.1
DNS Server [10.0.0.2

IPvEe Configuration

) DHCP ) Auto Config @ Static

IPv6 Address

Link Local Address FE80::290:21FF:FEA1:72BD

IPvGE Gateway

IPvE DNS Server

Conclusion:It has been observed DHCP configured successfully.
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Student’s Name:

Student’s ID: Laboratory Exercise No: 12
Objective:

Connect LAN with wireless router.

Required Tools / Equipment:

> Cisco Packet Tracer
> Router

Procedure:
1. Create a topology like this.
[o @[]

Cisco Packet Tracer

Move Object Set Tiled Background

Mew Cluster

[Roat]

A\ =

sz
A = = L
o = e L,
o S Z “,
S S Z “,
o F E %,
S 5 Z &
& F = @,
N F = e
o g Z “,
o = = “
an = = s
S = = 2
o = = “,
r\\\\\ = = s
7

: 7 7 f
PC-PT PC-PT PC-PT PC-PT
PCO PCL PC2Z pc3

Jo

Fire LastStatus Source Destination Tyvpe Color Time (sec) Periodic

<
Time: 00:10:12 | Power Cycle Devices Fast Forward Time
L Jo b2 5 ) =] % =1 (I[scerar0
1841 2e2uoq | 2830 Generic! New
Toggle PDU List Window

Delete

v

Custom Made Devices
Wireless PC

deFo

2. Single click on PC.

PCO

a*®
Physical | Config | Desktop | So&ware{.‘iervloesl
MODULES Physical Device View
Linksys-WMP300N [ Zoom In I Original Size I Zoom Out
PT-HOST-NM-1AM
~

PT-HOST-NM-1CE
PT-HOST-NM-1CFE
PT-HOST-NM-1CGE
PT-HOST-NM-1FFE
PT-HOST-NM-1FGE
PT-HOST-NM-1W
PT-HOST-NM-1W-A
PT-HEADPHONE
PT-MICROPHONE
PT-CAMERA
PT-USB-HARD-DRIVE

Customize

Icon in
Physical View

Customize
Icon in
Logical Wi
# ogical View -

Adding Modules: Drag the module to an available slot on the device.
Removing Modules: Drag the module from the device to the module list.
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3. Switch off the button.

4. Drag and drop the Ethernet card and insert wireless card.
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®

PCO

Physical ‘ Config I Desktop | SDFtware/Servical

=]

MODULES

Physical Device View

Linksys-WMP300M

Zoom In

H Original Size ”

Zoom Cut

PT-HOST-NM-1CE

PT-HOST-NM-1AM

PT-HOST-NM-1W

PT-HOST-NM-1CFE
PT-HOST-NM-1CGE

PT-HOST-NM-1W-A

PT-CAMERA
PT-USB-HARD-DRIVE

PT-MICROPHONE

Customize
Icon in
Physical View

/]

Customize
Icon in
Logical View

Adding Modules: Drag the module to an available slot on the device.
Removing Modules: Drag the module from the device to the module list.

e

Physical | Config I Desktop | SD&WEF&fSEI’ViCﬁ‘

MODULES

Linksys-WMP300M

PT-HOS

PT-CAMERA
PT-USB-HARD-DRIVE

PT-HOST-NM-1AM

PT-HOST-NM-1CE

PT-HEADPHONE

Adding Modules: Drag the module to an available slot on the device.

PCO (=]
Physical Device View
Zoom In || Original Size || Zoom Out
A
W EmeEm g v
>
Customize Customize
Icon in. Icon in
Physical View & Logical View &
Removing Modules: Drag the module from the device to the module list.

®

Physical | Config I Desktop | Suf‘tware!Sarvlcesl

MODULES

Linksys-WMP300MN

ICROPHONE
PT-CAMERA

PT-HOST-NM-1AM

PT-HOST-NM-1CE

PT-HOST-NM-1W-A
FT-HEADPHONE

PT-USB-HARD-DRIVE

suitable for connection to wireless networks. The module supports
protocols that use Ethernet for LAM access.

PCO (=]
Physical Device View
Zoom In || Original Size || Zoom Out
A
0 EeeE e v
>
Customize Customize
Icon in. Icon in
Physical View & Logical View &
The Linksys-WMP300N module provides one 2.4GHz wireless interface
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5. Switch on the light.

- PCO EE=E]

Physical Config Desktop Software/Services

MODULES Physical Device View
Linksys-WMP300N
PT-HOST-NM-1AM
PT-HOST-NM-1CE =
PT-HOST-NM-1CFE |:|
PT-HOST-NM-1CGE
PT-HOST-NM-1FFE
FT-HOST-NM-1FGE
FT-HOST-NM-1W
PT-HOST-NM-1W-A -
PT-HEADPHONE E i
PT-MICROPHONE

PT-CAMERA
PT-USB-HARD-DRIVE
v
< >
Customize Customize
Icon in. Icon in
Physical View ; Logical View ;

Adding Modules: Drag the module to an available slot on the device.
Removing Modules: Drag the module from the device to the module list.

Zoom In Original Size Zoom Qut

Conclusion:

After connecting LAN to wireless router communication will be start automatically because
router is by default configure.
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Student’s ID: Laboratory Exercise No: 13 Student’s Name:
Objective:
Configuring wireless router with LAN by using WAP2-PSK algorithm.
Required Tools / Equipment:
» Cisco Packet Tracer
» Router
Procedure:
1. Create a topology like this.
Q - Cisco Packet Tracer =@ |l=]
IR s

[Roat] New Cluster Maowve Object Set Tiled Background Viewport
Ty
L /
QRSEVETION
\\\\\lﬁ'\r;@s Routshy, . =
o = = “
a sz %,
o 3 z T, ®
o § Z %,
o S B s,
§ Z %, Q
& F B %,
= g E “,
= %
\\\\\ F = &2 ‘ -
& N Z “,
\\\\\ 5 z ///’/ S
\\‘\\ F = ///’/ ‘
& ;é Z %,
PC-PT PC-PT PC-FT PC-PT !E
PCO PCL c2 BC3 )
=
c . [©
Time: 00:10:12 | Power Cycle Devices Fast Forward Time Realtime
- - — 3 . Fire LastStatus Source Destination Type Color Time (sec) Periodic
% & W 0 > s S S =X Plerarion ~
iy 280 igeeerc New Delete
;’@sa—: <« > || Toggle PDU List Window
Wireless PC
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2. Double click on router.

| Physical

IP Address

Shared Secret

Encrvobtion Tvhe

Config GUI
GLOBAL
Settings Wireless Settings
Algorithm Settings
INTERFACE SSID |Default |
Internet Channel
LAN
—_—] Authentication
Wireless
®) Disabled ) WEP
Key
) WPA-PSK ) WPAZ-PSK
Pass Phrase
O WPA O wrA2

RADIUS Server Settings

hicahlad
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3. Write the password in the text field of WAP2-PSK.

[ Physica |

Col

nfig

Settings

LAN

GLOBAL

Algorithm Settings
INTERFACE
Internet

Wireless Settings

SS5ID

Channel

Wireless

Authentication
) Disabled
Key
) WPA-PSK
Pass Phrase
O WPA
RADIUS Server Settings
IP Address
Shared Secret

|Defau|t

O WEP

® WPA2-PSK

[12345674]
O wpa2

Encryption Type

After closing the window your topology will be look like this.

Cisco Packet Tracer - D:\5th semister\networking books\labs\lab11.pkt

New Cluster

Mowve Object Set Tiled Background

Linksys-WRT200N
Wireless Routerd

D. g. D D. >
PC-PT PC-PT PC-FT PC-PT
PCo PC1 PC2 PC3
=
< > | ©®
Time: 34:17:43 | Power Cycle Devices Fast Forward Time Realtime
- | g— = r Scenario 0 v Fire Last Status Source Destination Tvpe Color Time (sec) Periodic
Soll> = - |- g D @ Successtl e3P e B o000 W
[ Wireless Devices | |Gemerk] (Gesar’ (Ganeric) Linkars New Delete
gﬁs;‘ < > | | Toggle PDU List Window
Wireless PC | L
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4. Now after give password you will be write the password on that PC which you want
to access. Double click on PCO.

| Desktop Software/Services

=

Gl 1z)E
=

5. Single click on PC wireless.

| Physical | Config | Deskiop | Software/Services

LINKSYS'

A Division of Gisco Systems, Inc.
Link Information

No association with access point

Q% o ay

pg. 62



SMI UNIVERSITY Computer Science Department

6. Single click on connect.

® PCO (== =]
Desktop Software/Services

LINKSYS'

A Division of Cisco Systems, Inc.

s L

Below is a list of available wireless networks. To search for mare wireless networks, click
the Refresh button. To view more information about a netwark, select the wireless netwark | 49), 4 GHz '
name. To connect to that network, click the Connect button below. s, = 3

|

Default 1/100% Wireless Mode Infrastructure

Network Type Mixed B/G/N
Radio Band  Auto

Security WPAZ-PSK

MAC Address 0O0E0D.F929. A306

Network Monitor v1.0 weei e, WIPC300ON

Notebook Adapter Wirele:

7. Select by the wireless network name. Here name is default, select and click on
connect.

Physical Config Desktop Software/Services

LINKSYS'

A Do of Cisco Systems, b

WPA2-Personal Needed for Connection

This wireless network has WPA2-Personal enabled. To connect to this network, enter the required
passphrase in the appropriate field below. Then click the Connect button.

Please select the wireless security method used by your

LT P A 2-Personal wircloss

Pre-shared Key

Please enter a Pre-shared Key that is 8 to 63 characters
In length.

|
Notebook Adapter Wireless Network Monitor v1.0 weasi o, WPG30DON
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8. Write the password in the pre —shared key.

Physical Software/Services

Computer Science Department

LINKSYS'

A Dision of Gisco Systems, b,

WPA2-Personal Needed for Connection

This wireless network has WPA2-Personal enabled. To connect 1o this network, enter the required
passphrase in the appropriate field below, Then click the Connect button.

Please select the wireless security method used by your
existing wireless network,

[R—— ‘i:‘m enter a Pre-shared Key that is 8 to 63 characters

Wireless Network Monitor v1.0

Notebook Adapter

wesetvo. WIPGI0ON

9. After click on connect PCO with access the network.

= 'S

Cisco Packet Tracer - D:\5th semister\networking books\labs\lab11.pkt

o0 8| mLa

B NN

New Cluster  Move Object Set Tiled Background

[Roat]

'Qi§ys'WRT3DUN
o ireless Routerd EI
\\\\
o
\\\\\ x
&
N
o R
™
\\\\
¢ &
" -
=
e
o P
N " ‘
s
\\\\
Z D. E
BC-PT PC-PT PC-PT PC-PT
PCO PC1 PC2 PC3 :
=
; A[G)
Time: 34:34:22 | Power Cycle Devices Fast Forward Time Realtime
P . - 3 Fire Last Status Source Destination Tvpe Color Time (sec) Periodic
- i f Scenario 0 v
S o | m = M‘ ﬂ| L] ﬁ Y @ Successful PC3  PC2 icve [l o0.000 N
[ Wireless Devices | | Gamen/ (@esarc| {Ganerc/ {inkays New Delete
5! L) ,s = Toagle PDU List Window
Wirsless PC < >

Conclusion:

After given password to the PCO it can access the network. In the same another user want to
access he should not the password.
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Student’s ID:

Objective:

Laboratory Exercise No: 14

Computer Science Department

Student’s Name:

Configuring the router by making server and using Access point device with LAN.

Required Tools / Equipment:

» Cisco Packet Tracer
> Router

Procedure:

1. Create a topology like this.

L3 Cisco Packet Tracer - C\Users\Raza\Downloads\lab 12.pkt

=5 [ 0N ],0 0,8 ML

[Roat]

(=& E=]

New Cluster  Move Object Set Tiled Background Viewport

~

. ——— X
Routpr-PT e ——— R
Rouferd e ——
——
-—_.__
" T =
servereT
AggessPoint4p; erverl
WAccess Puint;fn’.’/‘,l
= //"//,-
- i/
o g7
o o iy, y,
W b,
\\\\\ ’//,’,U
a &
PC-PT
PC-PT PC1
PCO
< >
Time: 00:32:32 | Power Cycle Devices Fast Forward Time Realtime
0 Fire LastStatus Source Destination Tvpe Color Time (sec) Periodic
= - — - — [ P — = - = — 1) | Scenario 0 v
L g | m |9 .’-% ﬁ w9 |’-% |““h 9 - - Serverl PCO 1cMP 0.000 N
1841 1941 | 12620xM  12621XM 811 ™01 i Generic| Gemeric
[ Rostes 7] L] Delete | gy sSuccessful PC1  PCO icve Ml o0.000 N
E’ LN s = Toagle PDU List Window
1841 £ L

2. Single click on the router and tell the router about network of LAN.

L Router0
Physical Config CLI

GLOBAL
Settings

Global Settings

(= [=]=]

Algorithm Settings
ROUTING
Static Hostname
RIP
INTERFACE

Display Name |Router0

Router

NVRAM Erase

Save

FastEtherneto/0
FastEthernet1/0
Serial2/0
Serial3/0
FastEthernet4/0
FastEthernet5/0

Equivalent 105 Commands
L TEOTOEST O T

Startup Config Load...

Running Config | Merge...

Export...

Export...

o down
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3. Select fast Ethernet 0/0, give the ip and default gate way.

Physical Caonfig CLI
GLOBAL
Settings FastEthernet0/0
| Algorithm Settings Port Status on
ROUTING - -
ETr Bandwidth Auto
RIP 10 Mbps ® 100 Mbps
INTERFACE Duplex Auto
_EEENEER | Full Duplex % Half Duplex
FastEthernet1/0
Serial2/0 MAC Address 00D0.BA46.1354
| Serial3/o IP Address 192.168.1.15
FastEthernet4/0
ot Fthemet /0. Subnet Mask 255.255.255.0
FastEthernets/0

Tx Ring Limit

Eguivalent 105 Commands
=aT T LIiNe prococol O LNUeErr=sce FESCLUlernevl;o, o

TTITE T
-
o up
Router (config-if) fexit
Router (config) §interface FastEthernet0/0
Router(config-if)§ b

4. Select fast Ethernet 1/0, give the ip and default gate way.
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Physical Config

GLOBAL
Settings

FastEthernet1/0

Algorithm Settings
ROUTING
Static
RIP

Port Status

¥l on

Bandwidth
10 Mbps

¥ Auto
® 100 Mbps

INTERFACE
FastEthernetd/0
FastEthernet1/0

Serial2/0

Serial3/0
FastEthernet4/0
FastEthernet5/0

Equivalent [0S Commands
'&mrm— T

Duplex
® Full Duplex

Auto
Half Duplex

MAC Address
IP Address
Subnet Mask

000D.BDB6.6DD3
10.0.0.1
255.0.0.0

Tx Ring Limit

Router (config) #intezrfa
Bouter (config-if)#

Router (config-if) fexit
Router (config) #interface FastEthernetl/0
Router (config-if) §

ce FagtEthernet0/0
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5. Click on the server and give the gateway and DNS server.
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Config

Software/Services

Computer Science Department

GLOBAL

Settings
Algorithm Settings

SERVICES
HTTP

DHCP

TFTP
DNS

SYSLOG

AAA
NTP

EMAIL

FTP

FIREWALL
IPv6 FIREWALL

INTERFACE

FastEthernet0

Global Settings

Display Name ‘Serverl

Interfaces | FastEthernet0

Gateway/DNS
() DHCP

® Static

Gateway  [10.0.0.1

DNS Server |4.3.3.3

Gateway/DNS IPvE
O pHCP

() Auto Config

@ Static

IPvE Gateway |

1PV6 DNS Server |
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